
Risk, uncertainty and  
‘lunatics with bad hair’
Mark Fenton-O’Creevy explains the importance of advising consumers about the risks 
associated with investments and discusses why understanding how people perceive 
riskmatters so much to the financial services sector

People worry about risks, but not always in the ways 
economists expect, as this conversation I recently 
overheard in a café suggests: “China, refugees, 
incompetent politicians, corrupt bankers; and 
now the Yanks look like electing a lunatic with bad 
hair. I just cashed in my ISA. I’m going to spend it 
while I still can. Who knows what will happen in six 
months?”

Does it matter how people think about risk? Arguably, 
yes, and in a way that is central to how we think about 
consumer risk. In the past several decades, governments 
have increasingly shifted the management of financial risks 
to their citizens, for example through changing pension 
regimes. More recently, there has been substantial growth 
in the availability and use of online platforms through which 
investors can directly manage portfolios of investments, with 
or without financial advice. 

This means that there is an urgent and increasing need 
for high- quality financial advice and decision support for 
investors. But there is evidence that most members of the 
public are reluctant to pay for financial advice. This results in 
a substantial “advice gap”. Evidence abounds that, without 
appropriate support, most people make poor quality 
investment decisions. For example, more than 20 years of 
data on investor behaviour in 400,000 self-invested pension 
schemes in the US show a strong and persistent under-
performance of investor returns compared with the average 
returns of the assets they invest in. This discrepancy is 
explained by a systematic and emotion-fuelled tendency to 
buy at the top of the market and sell at the bottom.

A core issue at the heart of current industry and regulatory 
approaches to financial advice and guidance is the need 
to ensure that clients understand the risks associated with 
investments they are considering and are able to make 
informed, or appropriately advised, decisions about the fit 
between their goals, their own risk preferences and the likely 
risk and return profile of the investment portfolio they are 
considering.  

The UK Financial Advice Market Review is considering how 
to ensure that consumers have access to the “information, 
advice and guidance necessary to empower them to make 
effective financial decisions”. This seems like a good time 
to reflect on the large gulf between industry and regulator 
approaches to risk and the ways that we, as human beings, 
typically think and feel about risks.

The overheard café conversation points to an important 
distinction: that between understood risks and deep 
uncertainty. John Adams’ book Risk embeds one of its most 
important messages on the front cover. The cover is almost 
entirely black, broken only by a very small white square and 
an arrow pointing to a tiny (hardly visible) white dot. Inside 
the book, Adams explains that the white square represents 
all the compounds that have been tested as carcinogens. 
The tiny dot represents the proportion found to be 
carcinogens. However, the much larger black surface of the 
book cover represents the compounds we encounter on a 
daily basis that remain untested. His point is that, in the small 
world of the white square and dot, probabilistic estimates 
of risk make sense. But we easily fall into the trap of acting 
as if this small world were the entire world and fail to notice 
that our little knowledge of this small world is embedded in a 
much larger world of deep uncertainty.

In the world of investment advice there is a great deal of 
focus on the small world of known risks based on historical 
price volatility. The deep uncertainty of the large world 
gets a minor acknowledgement through the customary 
reminder that “past performance is no guarantee of future 
performance”. But humans have evolved to function in the 
large world of deep uncertainty. Small-world, calculable risks 
represent a tiny subset of the challenges we face. 

In the large and highly uncertain world we face, how do 
most people think about risk? A first perspective comes from 
the work of Paul Slovic and colleagues. They conducted 
large-scale research on public attitudes to risk. They covered 
risks as diverse as nuclear power, microwave ovens, cars, 
handguns, over-the-counter medicines and home swimming 
pools. They discovered that people assess risk on two 



primary dimensions: knowability and controllability. We see 
the least risk in that which is familiar and under our own 
control; the most risk in what is unknown and unknowable to 
us and over which we have least control. 

This is why many people fear terrorists more than driving 
a car, despite historical statistical evidence that you are 
massively more likely to be killed in a car accident than by a 
terrorist.

It also explains the research findings that most of us 
are more comfortable at high speed as a driver than as 
a passenger,  even if we know the other driver is more 
skilled. In the investment world,knowability/familiarity and 
controllability may explain the “reckless conservatism” of 
many who hold funds in familiar bank accounts, at lower 
than inflation interest rates, rather than venture into the 
less familiar territory of investment funds, exchange-traded 
funds (ETFs) and stocks and bonds. Of course, in the case 
of the other driver, our trust in them as a person makes a 
considerable difference to our comfort with their driving. 
Trust can be a proxy for personal control. A similar effect is at 
work in financial services. But trust in financial institutions has 
become a rather rare phenomenon in recent years.

A second perspective comes from the work of David Tuckett 
who shows the way in which, in the face of deep uncertainty, 
we construct narratives for ourselves to create sufficient 
conviction in a decision as a basis for action. This is different 
from the economists’ notion of individuals having fixed 
risk preferences that are revealed in economic choices in 
response to known risks. Rather, Tuckett’s approach suggests 
that we construct our understanding of and attitude to 
risk through a narrative process in which our emotions are 
highly engaged. This process of narrative construction is also 
highly social. We draw on narrative resources from the world 
around us.

Tuckett and colleagues have also shown how, faced with the 
complex emotions evoked by the mixture of opportunities 
and threats we face, we tend to polarise our attention 
and emotional response to deal with either threats or 
opportunities, rather than maintaining a balanced view. This 
is a process they first demonstrated in the decision-making 
of fund managers but it applies just as much to the rest of 
us. An example may be the advice from the Royal Bank of 
Scotland to its clients in January this year to “sell everything 
except high quality bonds”.

In a recent workshop, myself and colleagues from the True 
Potential Centre for the Public Understanding of Finance 
worked with senior figures from financial services firms 
and consumer protection organisations to consider these 
ideas, alongside research we had recently conducted on 
consumer understanding of financial risk. In the white paper 
based on that workshop, we recommend moving away 
from risk-profiling processes that aim to reveal an investor’s 
innate risk and return preferences. We proposed that firms 

should, instead, develop processes that support investors in 
constructing appropriate risk preferences through a learning 
journey.

The nature of guidance and information and how advisers 
work with clients will have a substantial impact on the way 
investors make their decisions. Out of the workshop we 
proposed a set of four design principles to generate more 
helpful approaches to supporting investors.

1. Strike a better balance between upside and downside 
risk. Framing narratives play an important role in how 
people understand risk and significantly affect behaviour. 
Focusing from the outset on downside risk may lead to a 
polarised focus on the potential for loss-reinforcing “reckless 
conservatism”.

2. Attitude to risk should refine not define investment 
decisions. Asking consumers to think about their attitude 
to risk at the start of their investment journey assumes that 
risk preferences come ready formed and places undue 
weight on risk preferences over factors such as life goals, 
emotional resilience and the impact of fees on returns. 
Coming to risk preferences later in the process allows that 
these are constructed in relation to the investors’ growing 
understanding of their financial goals, circumstances, time-
horizon and the nature of investment opportunities.

3. Risk profiling should be understood as a learning 
process. If consumers do not come with a ready formed and 
invariant set of risk preferences, then advice, guidance and 
information play a role in the co-construction of consumer 
preferences and attitudes to financial risk. This suggests a 
duty of care in providing appropriate support to consumers 
as they develop their understanding.

4. Start simply and keep it easy. Retail investing is a complex 
market relative to the mental effort consumers are typically 
willing put into personal investment. To avoid regulatory 
risks, financial firms often overwhelm consumers with 
complex and detailed information that they are neither 
inclined, nor able, to understand. In many cases, this 
reinforces the sense of unfamiliarity and uncontrollability that 
underlies risk perceptions.

Developing an approach to financial guidance and advice 
that starts from an understanding of human risk perceptions 
and behaviour is a challenging goal. First, it is challenging 
because current approaches to financial information and 
advice are more focused on regulatory compliance than 
consumer understanding. They are also primarily rooted in 
rational economic assumptions about human behaviour 
with a particular focus on the need to avoid information 
asymmetries. But there is evidence both among regulators 
and financial services firms of increasing interest in a more 
psychological perspective on financial behaviour and a 
greater focus on consumer understanding. 



Second, it is challenging because the approaches outlined 
above imply a significant level of engagement with 
consumers who are unwilling to pay for financial advice. 
Part of the solution may be an increasing reliance on simple 
default products with some level of regulatory certification. 
But for investors willing to invest some time and thought, if 
not money, in an advice process, technology may support 
lower-cost solutions.

I am working with colleagues from the financial services 
industry, computer scientists and psychologists to explore 
the potential of technology to support such approaches at 
a low cost. We are seeking funding for a project to develop 
emotionally-aware, computer-based “conversational agents” 
that can support investors through their learning and 
investment journey. 

The long-term vision of the project is to contribute to the 
development of a new science of human capability-focused 
decision support that is aimed at computer applications to 
support the development of human strengths in decision-
making rather than replacing human decision-making. We 
hope this project will break new ground by recognising 
and building on the profound differences in human and 
computer reasoning and the central role of narrative in 
human action.
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