
The chains that don’t bind
Tim Jones is not convinced about the merits of the bitcoin blockchain  
as a viable payment system and highlights some of its flaws

The 2008 Satoshi Nakamoto essay, ‘Bitcoin: a 
peer-to-peer electronic cash system’, lit a fire. There 
has been heated argument since over how to 
enable trust across distributed networks and in the 
evolution of the services and ideas that emerged 
from the concept. Can we now, more than eight 
years later, begin to draw any conclusions about the 
importance and likely impact of these ideas? 

The first thing to note is that the essay stimulated debate on 
two related, but separable, issues. The first was the creation 
of a stateless, uncollateralised currency — bitcoin — to be 
worth whatever the global market decided. The second 
was a decentralised assurance model for transactions in 
the currency that, once set up, would not need trusted or 
centralised governance — the bitcoin blockchain. 

Bitcoin as a currency — the new thing or the new yawn?

The first thing to say about bitcoin is that it is still going, 
long after many pundits predicted it would have crashed 
and burned. It has had its bad publicity, such as association 
with the Dark Web, drug trafficking and so on. It is allegedly 
used to facilitate capital flight in countries such as China and 
Argentina but has had only limited success as a means of 
payment for everyday transactions. The cost and transaction 
time issues in its assurance model suggest to me that it will 
never be a big volume payment system. But if might still 
have a future. We will just have to wait and see.  

The bitcoin blockchain — a perpetual motion fantasy? 

Any payment system needs to be adequately secure 
but, as mathematics and computing power evolve, the 
requirements of adequacy change. That means all payment 
systems need dynamic security that is neither too weak to 
be effective, nor so strong that it cannot be afforded.

Bitcoin allocates new “coins” when a mathematical 
problem is solved by so-called “miners”. The coins are a 
reward for adding transaction records to the bitcoin public 
ledger. The algorithm dictates that the problem gets 
harder when blocks are mined too quickly (based on an 

average amount of time over the past 2,016 blocks to have 
been successfully mined). 

The idea behind these limitations is that records on the  
ledger should be secure, should not be able to be 
tampered 
with, and should be the result of consensus across the 
network. It is not surprising then that, as the ledger grows, 
progressively more computing power must be applied 
to mine the coins. But an element missing from this 
approach is any way of managing the level of competition 
between the different miners. In practice, that competition 
has turned out to be fierce, leading to bitcoin’s transactions 
being both extremely secure and extremely expensive. 

I do not believe anyone can create an algorithm that can 
predict the evolution of maths and computing, so the 
idea of a distributed assurance model that, once set up, 
will successfully run itself forever is a perpetual motion 
machine fantasy, albeit an attractive one, if you are of an 
intellectually romantic mindset. 

Distributed ledgers — revolutionary or illusory? 

The bitcoin blockchain is an example of a distributed 
ledger technology (DLT). Its appeal is that it does away 
with the need for a central repository and central 
oversight. The past three years have seen investors and 
participants ask what else this approach to database 
design might help transform. Some senior industry players 
have jumped from their established executive roles to 
join the revolution. Blythe Masters, a senior executive at 
JPMorgan, who left to help found Digital Asset Holdings, a 
DLT start-up, is probably the best example.

Unfortunately, there is a problem with DLT. The novelty is 
in separating transaction assurance from the transaction 
creators. Anyone can compete to mine a bitcoin block, for 
example. This means that there is essentially no way the 
principals to the transactions can corrupt the assurance 
process.  But as we have seen, having a stateless, 
ungoverned, “set and forget”, independent mining 
process is not sustainable – there is no one to control the 



work function to ensure that it is strong enough without 
becoming stupidly strong and expensive. 

As a result, many of the DLTs that are being developed, 
for example by big companies such as IBM, are governed 
and controlled by these very companies, which means 
that you have to trust them. Call me cynical, but I believe 
that this means you lose exactly the benefit you thought 
you were getting. Why not just ask the owner to manage a 
single instance of the ledger since you are already trusting 
them? You could insist on rights of audit and it would 
it be cheaper and simpler than having multiple actors 
replicating the work. 

So is it all over for DLTs? I hope not, but during the next 
few years a couple of things are likely to happen. First, 
people will remember that database design is just one 
of the topics that needs to be resolved when it comes to 
rebuilding complex business systems such as post-trade 
capital markets clearing and settlement. DLTs should 
certainly be considered, alongside other database design 
options, as a part of the overall solution. But I cannot see 
any intrinsic advantage for them. 

Second, some applications will hopefully emerge where 
DLTs come into their own. My favourite is a public ledger 
of title to real estate assets. You allow a set of parties to 
join the mining club, who may not trust each other and 
who may also have competing interests in the relevant 
assets. Accountants might be appointed to audit the 
management of the ledger and everyone can see the 
complete history of movements in title, so the ability of the 
next block to carry forward the assurance of all previous 
blocks really adds value.  

Then maybe we can all calm down a bit and realise that if 
something that seems to offer a simple transformational 
solution to highly complex problems seems too good to 
be true, then it probably is. 
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What makes blockchain of interest  
to financial services?

What is new and important about blockchain is that, in 
principle at least, it does away with the need for central 
oversight. It is the network that verifies the transactions 
on a shared, public ledger — the so-called blockchain — 
but without the process becoming too unwieldy.  

In blockchain, the verification is carried out by the 
“miners”. Miners compete to solve a cryptographic 
puzzle (“hash”) that allows the insertion of a new record 
at the end of the chain. The first correct solution is 
rewarded with bitcoins. The solution is hard to reach 
but easy to check. The intention is that it should be 
difficult to add to the blockchain, and that everyone can 
know whether the records are right. 

What is a hash? In general terms, a cryptographic 
hash function takes a numerical input of any length 
and converts it into an output value of fixed length 
(the “hash value”). It is easy to work out whether the 
hash value could be reached from given inputs, but  it 
should not be possible to calculate the hash inputs by 
going backwards. It should also be impossible to reach 
the correct hash value using the wrong inputs. A small 
change in the hash should corrupt the process. It is this 
“one-way” function that underpins blockchain. 


