
28  October/November 2019  |  Financial World

James Crabtree assesses how facial recognition technology is being more widely used in 
financial services and highlights some privacy and security concerns being raised

Time to face up to it

China Merchants Bank unveiled the world’s first 
facial recognition ATM machine in 2015, allowing 
customers in Shenzhen to withdraw money without 

cards or Pins. Just four years later, and the average Chinese 
street bristles with face-enabled technologies – from 
kerbside vending machines and shop payment systems, to 
the ubiquitous overhead security cameras that scan faces on 
the road below. 

With few legal restrictions and lax privacy rules, China 
has quickly become the global leader in facial recognition 
adoption, using biometric data to underpin everything from 
entry into airports to identifying jaywalkers via its much-
discussed “social credit” system. Alipay, the payment service 
of internet giant Alibaba, now offers its “smile-to-pay” facial 
recognition payment systems in more than 100 cities. But 
facial technology is becoming more widely used by financial 
institutions around Asia too, raising questions both about 
the services that widespread adoption might enable, as well 
as alarm about the privacy and security risks it could bring. 

Ping An, one of China’s leading financial groups, gives the 
clearest example of the scale that can be achieved. Once  
a dowdy state-run insurer, it has over recent years invested 
heavily in both machine learning and biometric technologies. 
Mass-scale facial recognition now helps the Shenzhen-based 
group assess hundreds of millions of annual insurance claims 
and loan applications, cutting processing times from days to 
a few minutes. 

Elsewhere in Asia, facial recognition remains more 
experimental. Multinational banks such as HSBC offer facial 
identification for consumer banking apps, avoiding the need 
for Pins or passwords. Yet more far-reaching applications are 
only likely to arrive when cautious regulators allow similar 
techniques to underpin the electronic Know Your Customer 
(e-KYC) rules that banks are forced to follow to identify  
their users. 

Thailand’s central bank earlier this year gave the green light 
to 10 companies that want to roll out e-KYC recognition 
systems to sign up customers. All had earlier tested their 
approaches in a regulatory “sandbox”, meaning a set 
of special rules allowing companies to experiment in a 
controlled environment with innovative or risky technologies. 

Singapore plans to trial a new national identity system later 
this year, allowing financial institutions to link facial data 

to government-held biometric data. This could then be 
used to open new accounts without visiting a bank, or for 
identifying customers in branches carrying out potentially 
risky transactions, such as withdrawing large quantities  
of cash. 

“Across Asia, e-KYC is one of the ways facial recognition 
can be most radical,” says Zennon Kapron, a Singapore-
based expert in financial technologies. Enthusiasts hope that 
selfie-based authentication will make it easier to identify 
and onboard hundreds of millions of potential low-income 
consumers, notably those who are unable to visit physical 

bank branches or who might struggle to fill in old-fashioned 
paper forms. Zennon thinks this could be as simple as asking 
customers to take a snap of themselves holding up an ID 
card and using artificial intelligence to match the picture 
with data drawn from a national database. 

“A country like Indonesia or the Philippines has hundreds of 
remote islands where the odds of finding a bank branch are 
low,” he says. “There is no reason, if the rules allow it, that 
you should not be able to use facial technologies to identify 
yourself wherever you are.”

India is a particular opportunity, given the size of its 
unbanked population; its recent rapid expansion of fast, 
affordable mobile internet coverage; and the use of the 
Aadhaar biometric identification system, which relies on 
fingerprints or iris scans and covers virtually all of India’s 
1.3bn population. It was reported at the end of last year 
that a requirement for on-the-spot, live pictures will be 
introduced for every process that requires an Aadhaar 
authentication.  

In more advanced economies, facial recognition and e-KYC 
could help new online or “neobanks”, which eschew branch 
networks entirely. Hong Kong’s government offered licences 
to five such banks this year, and is now considering handing 
out more, including to Chinese internet groups Tencent and 
Ant Financial, the financial arm of Alibaba.  

One insurer uses facial 
recognition to assess  
whether a customer making 
 a claim is being truthful“
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Yet, while customers generally welcome the convenience 
facial recognition brings, ethical and privacy concerns 
abound with more complex applications, especially in 
countries with less forgiving regulatory regimes than China. 
Take the example of Ping An again. The Chinese insurer uses 
a mixture of facial recognition tools and artificial intelligence 
to scan customers who make insurance claims via their 
phones. This in turn picks up more than 50 micro facial 
expressions, from blinking to involuntary head movements. 
Ping An says its AI systems use the data to assess whether a 
claimant is being truthful, sharply cutting rates of fraud. 

Even so, customers and regulators elsewhere in Asia may 
be less relaxed about such techniques than their Chinese 
counterparts. After all, China uses the technology because 
micro expressions can be very revealing about a subject’s 
state of mind. (See, for example, Gladwell M (2002), ‘The 
Naked Face’. New Yorker, 5 August.) A suitably programmed 
AI system could collect a lot of information that many 
people consider private. Ethical worries about intrusion into 
the private sphere give some executives pause too. “We 
have looked at this and we aren’t convinced it will be as 
revolutionary as it seems,” says the head of one Southeast 
Asian bank, who asked not to be named. “In general, the 
ethics of what the Chinese are doing seem dicey.” 

Such concerns are less pronounced when facial technologies 
are optional, rather than a requirement as is often the case 
in China. Nonetheless, the risk remains that regulators might 
limit the technology’s use. In August, the European Union 
announced plans to introduce far-reaching rules limiting 

involuntary facial recognition in public places, and potentially 
by companies too. 

Then there are concerns about security. Facial recognition 
provided an important moment of drama in the recent 
Hollywood film, Fast & Furious Presents: Hobbs & Shaw, as 
actors Dwayne Johnson and Jason Statham shoved the faces 
of unconscious adversaries into facial recognition scanners, 
allowing them to open locked doors and escape from prison. 
Other examples of biometrics being spoofed or hacked 
are common in popular culture, not least in the Mission 
Impossible film franchise. 

To date, there have been few high-profile, real-world 
examples of security breaches linked to facial recognition, 
although the risk remains. “As with any security technology, 
this is an arms race,” says Sanjeev Mehra, a Singapore-
based financial technology expert and a former senior 
executive at Citibank. “When facial technology first came 
out, the hackers quickly found a way to get round it, so 
programmers responded by adding new complexity, and so 
it will continue.”   

Despite this, facial recognition and other biometric 
techniques still hold promise for financial firms. Global 
banks, in common with technology companies such as 
Apple, will increasingly try to distinguish themselves as 
providers of what is sometimes called “privacy as a service”, 
meaning systems that secure customer data, especially when 
it is held in the cloud, and allow them to use it to access 
services provided by other companies. 

Facial recognition and other biometrics could help to 
underpin such an approach, while also finally solving  
the problem of identifying customers accurately via  
systems they trust, Mehra suggests. “Trusted identity is really 
a holy grail for banking and financial services,” he says. “If 
facial recognition can help to crack this, the risks will be 
worth it.” 
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