
Qualification specification

LIBF Level 6 Managing Operational 
Risk & Governance (MOPR) 
   

 



 

Copyright  

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by any means whatsoever without prior written permission 
from the copyright holder. © The London Institute of Banking & Finance 2023.  

Page 2 of 14 

Table of Contents 

PURPOSE OF THE QUALIFICATION 3 

WHY STUDY MANAGING OPERATIONAL RISK AND GOVERNANCE (MOPR) 3 
OBJECTIVES 3 
QUALIFICATION LEARNING OUTCOMES 4 
KEY SKILLS DEVELOPED 4 
ENTRY REQUIREMENTS 5 
RECOGNITION OF PRIOR LEARNING (RPL) 5 
PROGRESSION AND PREPARATION FOR FURTHER STUDY 5 
APPRENTICESHIPS 5 
PREPARATION FOR EMPLOYMENT / PROFESSIONAL DEVELOPMENT 5 
STRUCTURE 6 
TOTAL QUALIFICATION TIME (TQT) 6 
LEARNING RESOURCES 6 
WHAT TO DO BEFORE THE ASSESSMENT 7 
ASSESSMENT 7 
QUALIFICATION GRADING 7 
STUDY PERIOD 8 
RESUBMISSION AND RESIT ATTEMPTS 8 

APPENDICES 9 

APPENDIX 1 – REGULATION DETAIL 9 
APPENDIX 2 – MANAGING OPERATIONAL RISK AND GOVERNANCE (MOPR) 10 
 

 

 

Please note: This document is uncontrolled when printed. 

Please always review the latest document available through the website. 

  



 

Copyright  

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by any means whatsoever without prior written permission 
from the copyright holder. © The London Institute of Banking & Finance 2023.  

Page 3 of 14 

Purpose of the qualification 

 
Why study MANAGING OPERATIONAL RISK AND GOVERNANCE (MOPR) 

This qualification takes a performance-oriented systematic approach to operational risk 
management and governance. This includes exploring how banks achieve business objectives, 
enhance stakeholder returns and meet stakeholder expectations whilst meeting regulatory 
compliance requirements through effective operational risk management.  

Past financial crises and operational risk lapses have demonstrated the significant impact poor 
management can have on the business / financial performance of a bank as well as impacting a 
myriad of stakeholders and the wider financial system. 

Where operational risk management and governance have not aligned with best practice, there are 
multiple examples of fines, value destruction and wider economic implications.  

The importance of successfully managing operational risk can be summarised into three key areas: 

1. The need for banks to comply with their regulatory and contractual obligations. 
2. The critical need to manage bank operations as any lapses could result in disruptions to a bank’s 

ability to sell and deliver services, significantly impacting their business performance. 
3. Operational risk losses range from small, all the way up to catastrophic. Without clear and 

effective management, operational risks can lead to fines, loss of reputation, bank failures and 
wider economic consequences.   

These financial and non-financial implications of poor management highlight the need for banks to 
effectively communicate and oversee the implementation of an appropriate risk appetite via an 
effective governance structure. This requires a strong governance framework that takes account of 
the integrated nature of the risks that a modern bank faces, especially given the increasing threat of 
technological and cyber risks. Core elements which this qualification will explore include board 
composition, remuneration, risk policy and oversight.  

Whilst the regulatory landscape is important and addressed, this unit will primarily focus on 
managing operational risk from a business performance perspective in the current macro-economic 
environment.  

Running any business requires robust risk management to ensure its operations are well managed 
and its financial success optimised. However, given the special nature of banking with the economy 
and wider society, the range of consequences of poor risk management are heightened, especially 
due to the varied requirements of its many stakeholders.  

It draws upon a range of scenarios to inform your understanding and also demonstrate the practical 
elements of risk management within a contemporary bank.   

Objectives 

To provide banking professionals with a practical insight into operational risk management in 
banking using a performance management approach. 
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 Key content areas 

• Definition of Operational Risk and how it fits in the wider Risk Governance Framework 

• Overview of the key operational risks that banks face 

• Business performance implications for poor operational risk management 

• The risk to operations management cycle 

• Business performance and regulatory consequences of operational risk management lapses 

• Operational risk regulation and measurement 

• Operational risk evaluation including improving capability, risk control and mitigation 

• Risk prioritisation, assessment, management, reporting and recovery 

• IT risk management including IT failure and cyber risks 

• Bank corporate governance frameworks including the role of the Board of Directors, Risk 
Committee and other lines of defence  

• Board composition and remuneration 

 

Qualification learning outcomes 

On completing this qualification, in the context of the financial services sector you will: 

LO Detail 

LO1 Identify and understand the implications of operational risk in banking.  

LO2 Evaluate the key operational risk regulations that banks must adhere to and justify the 

best practice they should observe.   

LO3 Evaluate and make recommendations of how operational risk should be managed to 

enhance the operational performance of a bank. 

LO4 Analyse and evaluate technological and cyber risks that banks face. 

LO5 Evaluate the importance of banks putting in place appropriate governance structures to 

ensure transparent risk management and decision making to promote public 

confidence in the banking system.  

 

Key skills developed  

The qualification will encourage you to: 

• Develop your critical thinking and analytical skills. 

• Develop your ability to apply both qualitative and quantitative skills in order to analyse 
problems, identify appropriate solutions and make decisions. 
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• Increase your ability to develop and defend arguments and / or concepts. 

• Develop your ability to conduct research and assess the outcomes of that research.  

• Develop your ability to refine and adapt information to create and support an argument. 

Entry requirements 

There are no specific entry requirements for this qualification. 

You should be confident in your ability to study at this Level. We would strongly recommend that 

you have previously successfully studied at a similar Level. Our Level 4 Risk and Regulation in 

Banking qualification provides a good introduction to operational risk management. You also need to 

be satisfied of your ability to study in English. 

Recognition of prior learning (RPL) 

In line with The London Institute of Banking & Finance’s RPL policy, as a single unit qualification, this 

qualification is not eligible for recognition of prior learning. 

Progression and preparation for further study 

This qualification provides a platform for continued study within the financial services sector and a 

wide range of other business-related disciplines. The qualification can be studied as a standalone 

award but also provides a sound basis for further study of risk management, including the LIBF Level 

6 Financial Risk Management in Banks.  The credits gained on successfully passing this award count 

towards achievement of the Chartered Associate Programme of The London Institute of Banking & 

Finance.  

Apprenticeships 

MOPR is not currently available through an apprenticeship standard.  

Preparation for employment / professional development 

This qualification develops knowledge and understanding of operational risk management in banking 

and enhances skills that are valued within that sector and others. This qualification takes a very 

practical approach ensuring students develop a good underpinning and an inquisitive approach to 

operational risk management. A wide range of data and real life case studies are used to help 

demonstrate practical issues and considerations for a modern banking industry.   
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Structure 

Level 6 Managing Operational Risk and Governance (MOPR) is made up of one mandatory unit which 
must be successfully completed to achieve the qualification: 

 

 

 

The detailed unit syllabus is available as an Appendix to this document and latest versions are always 

available through our course website.     

Total Qualification Time (TQT) 

Total Qualification Time (TQT) is a prediction of the total time a student with no prior knowledge 

might need to complete the course. 

 

TQT consists of two elements, Guided Learning (GL) and all other hours: 

• GL is time spent studying under the immediate guidance of supervision of a teacher. 

• All other hours include hours spent unsupervised in research, learning, e-learning, exam 

preparation, and formal assessments. 

 

MOPR is primarily considered a distance-learning, session-based qualification.   

Guided Learning Hours  20 hours 

Other hours    80 hours 

Total Qualification Time  100 hours 

 

 

Learning resources 

Study for MOPR is undertaken part-time on a distance learning basis, supported by comprehensive 

learning materials, on-line forums and the input of tutors.  

 

Students are provided with the following learning resources:  

• hard copy text 

• online access to the text through MyLIBF - www.myLIBF.com 

• study guide 

• access to KnowledgeBank (e-library) through MyLIBF 

Unit 1: Managing Operational Risk 
and Governance (MOPR) 

Level 6 Managing Operational 
Risk and Governance (MOPR) 
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• unit syllabus 

• study plan 

• student handbook 

• specimen coursework 

• videos and podcasts 

• tutor support  

• student forum 

What to do before the assessment 

On registration for the qualification, you will be allocated to a specific coursework session. 

Coursework is submitted via the course site; once submitted, all assignments are checked by 

TurnitinUK, an originality checking and plagiarism prevention service.  Guidance on the submission 

process, TurnitinUK and referencing is provided on the course site. 

To prepare for the assessment, you should make use of all learning resources.  

Assessment 

The unit will be assessed through one 3,000 word assignment. 

The pass mark for the assignment is 50%. 

The structure of the assignment ensures that all learning outcomes are subject to external 

assessment. 

Qualification grading 

The overall qualification is graded pass / distinction. To achieve a pass, you must achieve a minimum 

of 50%. A Distinction is awarded for marks 70% or higher. 

 
Grade Percentage mark 

Pass 50% - 69% 

Distinction 70% - 100% 

 

Grade classifications are pre-determined and align to the published grade descriptors available to 
learners.   

However, the grade classifications may be subject to change under the jurisdiction of the assessment 
board where this is necessary to maintain standards of validity.  
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Study period 

MOPR has a 6 month study period. 

Resubmission and resit attempts 

If you do not pass the coursework you can have one attempt to rework and resubmit your 

assignment within one calendar month of receiving your results and subject to paying the 

appropriate fee. The mark for resubmitted coursework will be capped at the pass mark. If you fail 

the resubmitted assignment you can re-register. There are no limits on the number of times you can 

re-register.  
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Appendices 

 

Appendix 1 – Regulation detail 

This document describes the regulation detail that is applicable to the qualification.  

 

Qualification title Level 6 Managing Operational Risk and 

Governance (MOPR) 

Ofqual qualification number 603/3159/8 

Qualification level  6 

European Qualifications Framework (EQF) level 6 

Qualification Type Vocationally-Related Qualification 

Guided learning hours 20 

Total qualification time 100 

Total credits 10 

Sector Subject Area 15. Business, Administration, Finance and Law 

Sub SSA 15.1 Accounting and finance 

Overall grading type Pass / Distinction 

Assessment methods Individual written assignment 

Available in England 

Qualification for ages 19+ 

Operational start date 01/05/18 

Qualification description 

 

The Level 6 Managing Operational Risk and 

Governance (MOPR) consists of one mandatory 

unit.  A total credit value of 10 must be obtained 

for achievement of the qualification. 
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Appendix 2 – Managing Operational Risk and Governance (MOPR) 

A description of MOPR that provides detail on syllabus content, learning outcomes and assessment 

criteria. 

 

Unit Profile 

This unit will address the importance of managing operational risk, addressing: 

1. The need for banks to comply with their regulatory and contractual obligations. 
2. The critical need to manage bank operations as any lapses could result in disruptions to a 

bank’s ability to sell and deliver services. 
3. Operational risk losses range from small all the way up to catastrophic and without clear and 

effective management, operational risks can lead to fines, loss of reputation, bank failures 
and also wider economic consequences.   

The unit will also explore the importance of managing its corporate governance policies and the 
growing need to monitor, manage and respond to cyber and technology risk. 

Unit title Managing Operational Risk and Governance (MOPR) 
Ofqual unit reference 
number 

K/617/3993 

Unit level 6 
Unit credit value 10 
Typical study hours 100 
 

Assessment method   

The unit will be assessed through one 3,000 word assignment. 

The pass mark for the assignment is 50%. 
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Unit learning outcomes / assessment criteria 

LO Learning outcome (LO) 
The learner will: 

Assessment criteria (AC) 
The learner can: 

LO1 Identify and understand the 

implications of operational 

risk in banking. 

1.1 Analyse the range of operational risks that banks currently face 

and the growing importance of operational risk management. 

1.2 Apply the ‘risk to operations management cycle’ framework. 

1.3 Appreciate the consequences of lapses in operational risk 

management to individual banks, the banking sector and wider 

economy.  

LO2 Evaluate the key operational 

risk regulations that banks 

must adhere to and justify 

the best practice they should 

observe.   

2.1 Evaluate the operational risk capital requirements and regulatory 

harmonisation. 

2.2 Understand and apply techniques to measure operational risk. 

LO3 Evaluate and make 

recommendations of how 

operational risk should be 

managed to enhance the 

operational performance of a 

bank. 

3.1 Understand and evaluate how a bank can improve its capability 

and position in the wider financial and competitive environment.  

3.2 Understand how risk control and mitigation can be used to 

manage operational risk. 

3.3 Evaluate key risk responses to operational risk including 

prioritisation, react and recovery.  

LO4 Analyse and evaluate 

technological and cyber risks 

that banks face. 

4.1 Evaluate key ways in which banks can maintain a robust structure 

for IT business risk management. 

4.2 Evaluate the growing importance of managing technological risks, 

including fraud and IT failure. 

4.3 Analyse the impact and management of cyber risks. 

LO5 Evaluate the importance of 

banks putting in place 

appropriate governance 

structures to ensure a 

transparent risk management 

and decision making to 

promote public confidence in 

the banking system.  

5.1 Outline the role and importance of corporate governance within 

a bank. 

5.2 Evaluate best practice governance and remuneration structures. 

5.3 Analyse the importance of other functions within a bank that 

provide crucial oversight of bank operations. 

5.4 Evaluate the importance of monitoring, reporting and continually 

reviewing risk management processes. 

Unit syllabus (indicative content) 
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Indicative content 

LO1 Identify and understand the implications of operational risk in banking. 

AC 1.1 Analyse the range of operational risks that banks currently face and the growing importance of 

operational risk management. 

• Introduction to operational risk  

• Introduction to a performance driven approach to operational risk management 

• How operational risk fits into an overall risk management framework 

• The tools used to identify operational risk including RCSA, NPAC, thematic reviews and 

regulatory reviews 

• Risk culture 

AC 1.2 Apply the risk to operations management cycle framework. 

• Risk appetite, risk evaluation and risk response 

• Stage one: Evaluate the environment and enterprise 

• Stage two: Seek scenarios 

• Stage three: Watch for warnings 

• Stage four: Prioritisation 

• Stage five: Improving a banks position in the environment and their capability 

• Further frameworks for managing operational risks including setting risk appetite, 

identification of operational risks, establishing KRI’s and KPI’s, capital allocation and 

establishing appropriate governance to oversee, monitor and report risks 

AC 1.3 Appreciate the consequences of lapses in operational risk management to individual banks, the 

banking sector and wider economy.  

• Case studies in operational risk failure and emerging risks 

• Key lessons from operational risk failures 

LO2 Evaluate the key operational risk regulations that banks must adhere to and justify the best 

practice they should observe.   

AC 2.1 Evaluate the operational risk capital requirements and regulatory harmonisation. 

• Key operational risk regulations and best practice 

• Capital requirements and performance incentives 

• Regulatory harmonisation including regulatory technical standards 

AC 2.2 Understand and apply techniques to measure operational risk. 

• Standardised measurement approach 

• The business indicator and internal loss multiplier / loss component 
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• The rationale for the proposed withdrawal of the advanced measurement approach 

• Problems in measuring operational risk 

LO3 Evaluate and make recommendations of how operational risk should be managed to enhance 

the operational performance of a bank. 

AC 3.1 Understand and evaluate how a bank can improve its capability and position in the wider financial 

and competitive environment. 

• The external environment 

• Business objectives, risk appetite and risk tolerance 

• Taking an ’end to end’ view 

• Key tools for establishing frequency and the root cause 

AC 3.2 Understand how risk control and mitigation can be used to manage operational risk. 

• Scenario analysis 

• Evaluating scenario analysis and avoiding bias 

• Sources of risk information 

• Key warning signs 

• Prioritisation 

AC 3.3 Evaluate key risk responses to operational risk including prioritisation, react and recovery. 

• Control capability 

• Product management and fraud prevention 

• React and recovery to operational risk events 

• Key insights for responding to risk 

LO4 Analyse and evaluate technological and cyber risks that banks face. 

AC 4.1 Evaluate key ways in which banks can maintain a robust structure for IT business risk management. 

• IT risk and management 

• Technology changes 

• Implications for operational risk management 

• Risk IT framework 

• Practical issues in IT risk management and using third party providers 

AC 4.2 Evaluate the growing importance of managing technological risks, including fraud and IT failure. 

• Key technology risks facing banks 

• Strategic and operational responses to technology risk 

• Fraud and its management 
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AC 4.3 Analyse the impact and management of cyber risks. 

• Key cyber risks facing banks 

• The management of cyber risk 

• Emerging risks and opportunities from alternative payment mechanisms such as 

Blockchain and Bitcoin 

• Algorithmic trading 

LO5 Evaluate the importance of banks putting in place appropriate governance structures to ensure a 

transparent risk management and decision making to promote public confidence in the banking 

system. 

AC 5.1 Outline the role and importance of corporate governance within a bank. 

• Overview of corporate governance principles 

• Examples of poor corporate governance and failures 

• Agency theory and stakeholder management 

AC 5.2 Evaluate best practice governance and remuneration structures. 

• Board composition 

• Wider forums, for example, Risk Committees 

• Governance regulation 

• Remuneration committee composition, regulations and best practice 

AC 5.3 Analyse the importance of other functions within a bank that provide crucial oversight of bank 

operations 

• The Three Lines of Defence model 

• Second line of defence functions such as: Compliance 

• Third Line of Defence function, such as: Internal audit 

• Other control functions and structures 

• Role of Third parties including: External Auditors and Regulatory agencies 

AC 5.4 Evaluate the importance of monitoring, reporting and continually reviewing risk management 

processes. 

• Risk reporting (Monitoring and controlling risk exposures) 

• Key risk performance indicators 

• Risk reporting systems and best practice 

 


